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Abstract— This paper presents an advanced hybrid deep learning-based Intrusion Detection System (IDS) for
web applications using a combination of Convolutional Neural Networks (CNN) and Long Short-Term Memory
(LSTM) networks. The proposed model leverages CNN for spatial feature extraction and LSTM for capturing
temporal dependencies in sequential network traffic data. With the rapid increase in sophisticated cyberattacks
such as SQL Injection (SQLi), Cross-Site Scripting (XSS), and Distributed Denial of Service (DDoS), traditional
signature-based and rule-based IDS systems fail to provide adequate protection, especially against zero-day
attacks. The experimental results demonstrate that the proposed CNN-LSTM model achieves an accuracy of
97.37%, a recall of 98.42%, and a low false positive rate of 2.88%, making it highly reliable for real-time intrusion
detection. The system is scalable, efficient, and capable of adapting to evolving cyber threats, making it suitable for

deployment in modern web-based environments.

Keywords— Intrusion Detection System (IDS), CNN, LSTM, Deep Learning, Cybersecurity, Web Security, Hybrid
Models

L. INTRODUCTION
With the exponential growth of web technologies, web applications have become an integral part of modern digital
infrastructure, supporting services such as e-commerce, online banking, cloud computing, and social networking.

However, this rapid expansion has also increased the attack surface for cybercriminals.

Common web-based attacks include:
e SQL Injection (SQLi)
e Cross-Site Scripting (XSS)
e Distributed Denial of Service (DDoS)

e Remote Code Execution (RCE)

Traditional IDS systems rely on:
e Signature-based detection (known attack patterns)

e Rule-based mechanisms

Limitations of Traditional IDS:
o Inability to detect zero-day attacks

o High false positive rates
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Poor adaptability to new attack patterns

To overcome these challenges, deep learning techniques have emerged as a powerful solution. This research

proposes a hybrid CNN-LSTM model that combines:

CNN — Extracts spatial patterns from network traffic

LSTM — Learns temporal relationships in sequential data

The goal is to develop a highly accurate, efficient, and real-time intrusion detection system.

II. LITERATURE REVIEW

Recent studies in intrusion detection have explored various machine learning and deep learning techniques.

Hybrid models have shown significant improvements over standalone models.

Year Author Method Contribution Limitation

2022 | Chouhan et CNN-LSTM Hybrid IDS for web traffic High complexity, training cost
al.

2022 | Lietal. CNN-RNN IDS framework using UNSW-NB15 Data dependency

2022 | Silvaetal CNN-LSTM Normalization improved accuracy Data dependency

2022 | Haque et al. CNN-GRU Lightweight sequential model Slight accuracy drop

2022 | Kumaretal. | CNN-SVM PCA-based feature reduction Limited scalability

2023 | Sharmaetal. | CNN-LSTM Clustering-enhanced detection Complex tuning

2023 | Liuetal. CNN-LSTM Improved CICIDS detection Resource heavy

2023  Novaketal. CNN-LSTM HTTP log detection Dataset dependency

2023 | Guptaetal. CNN-LSTM WebEye traffic classification Limited real-time testing

2023 | Hossainetal. | CNN-LSTM Fusion-based model Training overhead

2024 | Patel etal. CNN-LSTM Multi-class IDS (NSL-KDD) High computation

2024  Jouharietal. | CNN-BiLSTM | Lightweight IoT IDS Lower deep features

Year Author Method Contribution Limitation

2024  Zhangetal. CNN-LSTM + Attention | Improved intelligent IDS Increased complexity

2024 | Amin etal. CNN-Attention High accuracy detection Needs tuning

2024 | Omar et al. CNN-LSTM Real-time IDS Resource constraints

2025 | Alietal. CNN-LSTM Real-world HTTP logs Dataset bias

2025 | Gueriani etal. | CNN-LSTM + Attention | Industrial IoT IDS High cost

2025 | Parketal. CNN-BiLSTM Next-gen IDS model Complex architecture

2025 | Rahul et al. CNN-LSTM Real-time web detection Latency issues

2025 | Joseph et al. CNN-LSTM Enterprise traffic IDS Heavy computation

2022 | Kim et al. CNN-LSTM Multi-stage attack detection | Long training

2022 | Santos etal. Temporal CNN Web traffic analysis No deep sequence learning

2022 | Nguyen etal. | CNN-LSTM Dilated CNN model Parameter tuning

2022 | Singhetal. CNN-LSTM Cloud IDS optimization Resource demand

Year Author Method Contribution Limitation

2022 | Yadav etal. CNN-LSTM Botnet detection Limited dataset

2023 | Verma etal. CNN-LSTM Residual architecture High training time
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2023 | Banerjee et al. LSTM Ensemble Temporal IDS Resource heavy

2023 | Mohamed etal. | CNN-BiLSTM Imbalanced traffic IDS Data dependency

2023 | Arifetal. CNN-LSTM Edge-based IDS Limited power

2023 | Chenetal. Deep Model Multi-class detection Complex model

2023 | Huetal. CNN-LSTM + Attention High precision IDS Computation cost

2023 | Raoetal. Temporal CNN Pattern recognition Limited generalization
2024  Alietal. CNN-LSTM Fusion Fine-grained IDS Heavy model

2024 | Tariqgetal. Federated CNN-LSTM Distributed IDS Communication overhead
2024 | Pereraetal CNN-LSTM High-speed networks Complex tuning

2024 | Igbal et al. Explainable CNN-LSTM Interpretable IDS Reduced speed

Year Author Method Contribution Limitation
2024 | Ramos etal. LSTM Flow-level detection Limited features
2024 | Fernando etal. | CNN-LSTM Encrypted traffic IDS Complex training
2024  Hoque etal. Transformer-CNN-LSTM Advanced IDS Very high complexity
2024 | Adewale et al. CNN-LSTM IoT real-time IDS Limited accuracy
2025 | Duetal. Hybrid DL Multi-stage IDS Heavy computation
2025 | Rodriguez etal. | CNN-LSTM + Attention Adaptive IDS Requires tuning
2025 | Okafor etal. CNN-LSTM Online learning IDS Data drift issues
2025 | Mehraetal. CNN/GRU-LSTM Comparative hybrid IDS Complex design
2025 | Salman et al. LSTM Multi-stage attack detection | Limited scalability

Research Gap

III. METHODOLOGY

Need for a model that balances accuracy, efficiency, and real-time performance

Reduction of computational overhead while maintaining high detection rates

The proposed system follows a structured pipeline for intrusion detection:

1. Data Collection

Datasets used:

o NSL-KDD

o CICIDS2018

These datasets contain both normal and malicious traffic data.

2. Data Preprocessing

Removal of missing/null values

Normalization and scaling of features

Encoding categorical variables

Noi

se reduction
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3. Feature Selection

Important features are selected to reduce dimensionality

Improves model performance and reduces training time

4. Model Architecture
The proposed CNN-LSTM model consists of:

CNN Layer

0 Extracts spatial features

0 Uses convolution and pooling layers
LSTM Layer
Captures temporal dependencies
Handles sequential data effectively
Performs classification (attack vs normal)

Fully Connected Layer

5. Training Process

Loss Function: Categorical Cross-Entropy
Optimizer: Adam
Epochs: Tuned for optimal performance

Batch Size: Optimized experimentally

6. Evaluation Metrics

Accuracy

Precision

Recall

F1 Score

False Positive Rate (FPR)

IV. RESULTS

Accuracy: 97.37%, Precision: 89.33%, Recall: 98.42%, F1: 93.66%, FPR: 2.88%.

Metric Value
Accuracy 97.37%
Precision 89.33%
Recall 98.42%
F1 Score 93.66%
FPR 2.88%
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V. CONCLUSION

This research successfully developed a hybrid CNN-LSTM-based intrusion detection system that significantly

improves detection accuracy and reduces false positives. The integration of spatial and temporal learning enables

the system to effectively identify both known and unknown cyber threats.

VI. FUTURE WORK

Future enhancements can further improve the system:

Integration with IoT-based environments
Deployment in real-time cloud-based systems

Use of Explainable Al (XAI) for model transparency
Optimization for low-resource devices

Integration with blockchain for secure logging

Use of transformer-based models for improved performance
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